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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and related test case for SCAS gNB.
2
References

 [1]
3GPP TS 33.501 “Security architecture and procedures for 5G system”
3
Rationale

Based on the requirement in clause 5.3.3 of TS 33.501, this contribution proposes to add a security assurance requirement and the corresponding test case to TS 33.511 to assure AS NULL integrity algorithm is not used in the deployments where support of unauthenticated emergency session is not a regulatory requirement.

4
Detailed proposal

************************************Start of Change ************************************

4.2.2
Security functional requirements on the gNodeB deriving from 3GPP specifications and related test cases

4.2.2.x 
Security mode command procedure
4.2.2.x.a 
AS NULL integrity protection
Requirement Name: AS NULL integrity protection
Requirement Reference: TBA 

Requirement Description: "NIA0 shall be disabled in gNB in the deployments where support of unauthenticated emergency session is not a regulatory requirement." as specified in TS 33.501, clause 5.3.3
Threat References: TBA

Security Objective References: TBA

Test Case: 
Purpose:

Verify that AS NULL integrity protection algorithm is used correctly.
Pre-Conditions:

Test environment with a UE and AMF. The UE and the AMF may be simulated.
The UE was successfully authenticated.
The vendor shall provide documentation describing how NIA0 is disabled and enabled in the gNB.

Execution Steps

1) The UE sends NAS Service Request message to the AMF.
2) The AMF sends the UE NR security capability to the gNB in N2 Request message.
3) The gNB sends AS Security Mode Command message to the UE containing the selected AS algorithm.
Expected Results:

The integrity algorithm selected by the gNB in the AS SMC message is different from NIA0.
The AS Security Mode Command message is integrity protected by the gNB.
************************************End of Change************************************
